PROJECT SUMMARY
Overview:
The need to share information while confining it to authorized recipients is one of the most
challenging problems in cybersecurity. Toward this end, this project focuses on the policy
problem of specifying, analyzing and enforcing information sharing policies. The PI recently
introduced a novel approach called Group-centric Secure Information Sharing (g-SIS), and developed
an initial set of models, analysis and case studies. A fundamental philosophy of g-SIS is
to bring users and information together in a group--an intuitive construct for information
sharing. A good metaphor for a group is that of a secure meeting room, where people and information
are brought in, and taken out over time. The PI has studied temporal interactions of people
and information in a single group, and consequent policy-based impact on authorization. This
project will develop these promising early results into a mature theory of multiple, connected
groups with broad, real-world application. The objective of g-SIS is to support agile responsiveness
to shifting circumstances. To ensure practical relevance, the PI, in collaboration with the
Center for Infrastructure Assurance and Security (CIAS) at UTSA, will extensively study and
pursue real-world information sharing scenarios faced by communities across the nation. On
the educational and outreach front, this project strongly ties in with curriculum development,
working with students from under-represented groups within UTSA and high schools in San Antonio,
and launching multi-disciplinary teams of under-graduate UTSA engineering and business school
students, in entrepreneurial pathways.

Intellectual Merit :
The project’s research methodology separates policy layer specifications (P-layer) of g-SIS
models from the enforcement layer (E-layer). P-layer assumes idealized, accurate access control
and ignores issues such as decentralization, network latency and local caching, which impact
authorization enforcement. At the P-layer this project will develop multiple, connected group
models based on relationships such as subordination, conditional membership, mutual exclusion,
etc. E-layer specifications incorporate the inevitable distributed nature of maintaining authorization
state in a realistic system. A progression of specifications will be developed from P-layer
to E-layer, culminating in a specification that can be implemented by a reasonably competent
programmer. The P-layer specifications are necessarily mathematically intricate whereas E-layer
specifications are intuitively comprehensible to system architects and developers. Along
this progression, this project will employ rigorous formal methods to ensure that specifications
at each layer are consistent with respect to authorization decisions. A novel goal is to
develop a policy-based approach for safe approximation of E-layer specifications to that of
P-layer. Previously, the PI has analyzed single-group P/E-layer models including stale-safe
approximation. This project will study alternate distributed E-layer specifications including
their stale-safety and other novel safe approximation properties. A proof-of-concept implementation,
and evaluation will be carried out on an OpenStack-based cloud computing platform. The research
methodology of progressive specification leading to an easily implementable specification
is applicable to models beyond g-SIS.

Broader Impacts :
This research addresses challenging topics important to national priorities and interests
of an information-rich society. A number of activities planned in this project will have
a broader impact at various levels. The PI will work closely with CIAS toward prototyping
and utilizing the developed cloud-based information sharing platform for use in its ongoing
community cybersecurity information sharing efforts. This has the potential for national impact.
In collaboration with the Center for Innovation and Technology Entrepreneurship at UTSA, the
PI will work with multiple teams of undergraduate UTSA students toward entrepreneurial pathways,
while leveraging the outcomes of this project. UTSA is a research-intensive, Hispanic serving,
and Minority institution with more than 60% of its undergraduate student body from underrepresented
groups, many of these being first-generation college students. Thus this activity has the
potential for a tremendous impact on the UTSA undergraduate student body. Finally, this project
incorporates strong curriculum development within UTSA, and outreach activities involving
high school students in San Antonio.
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Project Description
Motivation and Objectives

The need to share information while protecting it is one of the oldest and most challenging problems
in cyber security. As early as 1975, Saltzer-Schroeder [44] identiﬁed the desirability and difﬁculty of
maintaining “some control over the user of the information even after it has been released.” This problem
has only compounded over the last decades with the advancement of information technology. At the
same time, our increasingly information-rich and information-dependent society needs to leverage secure
information sharing (SIS) to fully beneﬁt from the productivity, and social and national security beneﬁts of
the ongoing cyber revolution. The focus of this project is on the policy challenge of specifying, analyzing
and enforcing SIS policies. A basic premise is that this requires models that have intuitive grounding and
rigorous mathematical foundations, are usable by a typical netizen, and enforceable in distributed systems.
This project proposes the notion of a group as an intuitive construct for information sharing. A good
metaphor is that of a secure meeting room. People join and leave (who may later re-join) the room,
and similarly information is added to, and removed (which may be re-added) from the room. During
the course of the meeting, new information may be created and exported out of the room. Furthermore,
information in the room may be updated, leading to different versions. The times at which users join and
leave, and at which objects are added and removed affect user authorizations both during and after periods
of group membership. For instance, in order to be initially authorized, a notion of simultaneous presence
between the user and information is an inherent property of a meeting room. The PI has studied such
temporal issues that affect authorization in a single group (i.e., where different groups are unrelated to,
and independent from each other in the context of authorization) extensively [31]. In this proposal, this
approach is referred to as Group-Centric Secure Information Sharing (g-SIS). This project will develop
these promising early results into a mature theory of multiple, connected groups with broad, real-world
application. The inter-relationships between different groups and corresponding users’ actions across those
groups require a careful model design so as to be usable in real-world circumstances.
Motivational Scenario: Consider a scenario where organizations share cyber incident related information
among each other for being better prepared for a cyber attack [3]. UTSA’s Center for Infrastructure Assurance and Security (CIAS) [1] has decade long experience with respect to such SIS related activities in
communities across the nation. The CIAS conducts cyber security exercises that emphasize the importance
of protecting a community’s critical infrastructure through awareness, information sharing, and training.
The scenario is developed in the context of the life cycle of a cyber security incident in a community (a
city, a county, or a state), as illustrated in ﬁgure 1(a). This scenario is from real-world experiences of the
CIAS Director, Dr. Greg White, based on an interview conducted by the PI. A basic premise is that several different community organizations need to be involved in managing a community scale cyber security
incident, including recognizing its existence. These include local government organizations, e.g., police,
ﬁre, health, quasi-government organizations, e.g., energy and power utilities, and private organizations,
e.g., telecommunications, internet and ﬁnancial service providers, and so on. In the steady state, two “permanent” groups, the open and core groups, that enable SIS across these organizations are proposed. The
notion of the open group is that it is open to voluntary participation by employees. The open group fosters
unmoderated, but contained information sharing. Information shared in the open group is likely to be of
relatively low sensitivity. The core group, on the other hand, enables sharing more sensitive information,
and its membership is administered. Perhaps, each organization gets to nominate a few participants as
appropriate. Members of the core group are automatically enrolled in the open group for convenience.
When a cyber incident occurs or is suspected, an “incident” group is established, which would focus
on that particular incident. Members of the incident group are selected administratively from the core
group. The criteria for selection could involve special expertise or representation of a particular sector
such as telecommunications. Membership in the incident group is conditional on continued membership
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(a) Cyber-incident life-cycle

(b) Dynamic group relationship

Figure 1: Community Cyber Incident Management.

in the core group. Additional expertise from outside the core group may be appropriate within the incident
group—such as independent domain experts. The incident group is provided a ﬁltered read capability into
the core group which enables selective access to core group information. Further, the incident group has
a ﬁltered read/write capability to the open group. This can allow solicitation of particular expertise or
information from that group, for example. Over time the incident group may dissolve or persist depending
on circumstances. Figure 1(b) illustrates multiple incident groups, which may start of as independent, but
develop relationships over time, indicated by the ﬁltered read from g1 to g2, and the write from g3 to g2.
The goal of this project is to capture the dynamism of SIS exempliﬁed by this community-based scenario,
and build models with strong mathematical foundations and intuitive appeal. The motivation for g-SIS is
agile dynamism and evolution in response to real-world events and requirements.
Speciﬁc Research Objectives: A summary of the research objectives of this project is provided below.
1. Design g-SIS policy models, specify security properties, and perform attendant analysis. This
objective focusses on developing formal models for connected groups, based on well-laid out design principles. Global security properties of the models will be speciﬁed along with formal security analysis. This
task will design and select suitable relationships among groups that facilitate administration. For instance,
membership in one group might confer rights to access objects in other groups. Alternatively, membership
in one group may be contingent on membership in another.
2. Design enforcement level speciﬁcations and “stale-safe” security properties. A basic premise of
the approach is that the policy problem in specifying and analyzing the intrinsic application policy (Player) should be clearly separated from enforcement policy (E-layer) issues that arise due to the realities
and practicalities of a decentralized, and distributed system (as ﬁrst articulate in HYDRA [34]). The
overarching goal of this task is to design E-layer speciﬁcations that are approximate to that of the ideal
P-layer, while maintaining a measure of “stale-safety”–i.e., consistency between P- & E-layers.
3. Develop a prototype of g-SIS in OpenStack cloud platform. This objective focusses on developing a
prototype of the g-SIS E-layer speciﬁcations in the OpenStack infrastructure as a service cloud platform [7].
The prototype will be based on the STIX-TAXII-CybOX framework [5] that deﬁnes a set of standards and
protocols for cyber threat information sharing, recently introduced by the DHS [2] and MITRE [6].
4. Conduct rigorous evaluation. This objective focuses on a rigorous evaluation of various aspects of
this project including design adequacy, usability, performance and practical adoption. Mechanisms used
include live scenarios from CIAS, and leveraging Amazon Mechanical Turk for usability analysis.
Speciﬁc Education and Outreach Objectives:
1. Launch multi-disciplinary teams of UTSA students onto entrepreneurial pathways. This project
lends itself to designing products and services that are of great interest to private and public sector organizations. The Center for Innovation and Technology Entrepreneurship (CITE) at UTSA is an NSF designated
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Innovation Corps (I-Corps) Site. CITE hosts technology venture competitions for teams of undergraduate
engineering and business school students as part of their Senior Design projects. Most of these students
(>60%) are from underrepresented minority groups, many of whom are ﬁrst-generation college students.
In collaboration with CITE, the PI plans to mentor multiple teams of these students on topics related to this
project over the next 5 years, and help them launch into entrepreneurial pathways. The PI is excited about
the signiﬁcant impact it can have on UTSA’s underrepresented student body.
2. Enhance participation from traditionally underrepresented groups in science and engineering. In
collaboration with the Center for Excellence in Engineering Education (CE3) at UTSA, the PI plans to
recruit underrepresented students in a targeted manner to participate in this research project. The PI will
offer independent study courses and targeted implementation projects to additional students who cannot be
directly funded by this project. CE3’s primary objective is to increase retention and graduate rates in the
College of Engineering at UTSA. In addition, the PI will work with underrepresented high school students
to increase awareness of security issues, cloud computing, etc. via summer camps offered by UTSA’s
Interactive Technology Experience Center (iTEC).
4. Develop a strong curriculum on cybersecurity in the PI’s department at UTSA. Finally, the PI plans
to develop a curriculum on cybersecurity and cloud computing in his department at UTSA. Currently, he
teaches “Introduction to computer and network security” (EE 5453). Based on this project, the PI will
enhance this curriculum with topics such as formal methods in designing and analyzing security policies,
and build a course on cloud computing security based on the open-source cloud platform, OpenStack.
PI Qualiﬁcations: The PI has a strong background in utilizing formal methods to characterize security
models and verifying security properties against those models [31]. The PI also has formally studied
attribute-based access control [24, 25] (ABAC) and online social networks [19]. These experiences will
support executing the tasks involved in meeting research objectives #1 and #2. At UTSA, the PI has built an
infrastructure as service (IaaS) cloud laboratory for his research using OpenStack. In addition, the PI has
explored collaboration in multi-cloud computing environments [46], and has co-advised a PhD student who
investigated ABAC aspects in IaaS in his thesis [22]. These experiences will support executing research
objective #3. Finally, collaboration efforts with CIAS will support aspects of objective #4.
The PI is currently funded by an NSF grant CNS-1423481–“TWC:Small: Attribute-Based Access Control for Infrastructure as a Service Cloud” that investigates foundations for a formal theory of ABAC
with IaaS as the application domain. This CAREER proposal is highly synergistic with CNS-1423481 as it
seeks to investigate formal aspects of group-based information sharing models. While at a theoretical level,
ABAC can simulate most other forms of access control, its application to dynamic information sharing is
not understood.
On the education side, the PI has strived to integrate research and education since joining UTSA in
2010. As a recognition, the PI is a recent recipient of 2015 University of Texas System Regents’ Outstanding Teaching Award. Using a seed grant from Intel Inc., the PI has developed a curriculum on building
security services in cloud. This led to the development of a new introductory undergraduate course on
cloud computing that was offered by the PI in Spring 2013 (EE 4953: Introduction to Cloud Computing), in which students developed Facebook-like social networking applications on Heroku [4]. The PI has
also mentored a number of underrepresented students both within and outside UTSA, and lectured at high
schools in San Antonio. These experiences will help execute the educational and outreach objectives.

C.2

Technical Approach

As discussed earlier, in g-SIS, groups can be isolated, or connected. Isolated groups are independent from
each other in the sense that a user in one group has no authorization to access information in another, as a
consequence of membership in that of another. If groups are connected via certain inter-group relationships
such as conditional membership, subordination, mutual exclusion, prerequisite memberships, cardinality,
etc., a user’s membership in one group can affect her authorization to information in that of another.
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To manage complexity, this project will incrementally develop a progression of g-SIS models. At each
step, it will develop a sequence of Policy/Enforcement layer (P/E-layer) speciﬁcations and properties, and
attendant formal analysis. Fig. 2 illustrates the speciﬁcations, discussed in detail below.
Stateless vs. stateful speciﬁcations. At the P-layer, a collection of speciﬁcations, including stateless
and stateful speciﬁcations of the isolated and connected group models will be developed. A speciﬁcation
is stateless if a user’s authorization to an object is speciﬁed based solely on the history of user and object
actions. The stateless speciﬁcation focuses on the history of actions that lead up to authorization decision.
By contrast, the stateful speciﬁcation introduces data
structures into states that record sufﬁcient information
about the history to support making efﬁcient authorization decisions. A major research task here is to formally
show that the stateful speciﬁcation is authorization equivalent to the stateless speciﬁcation. That is, a user will be
authorized to access an object in the stateful speciﬁcation
if and only if the stateless speciﬁcation would authorize
the same user action given the same group-action history.
The stateless and stateful isolated models are denoted SLi
and SFi respectively. The stateless and stateful connected
Figure 2: g-SIS Roadmap
group models are denoted SLc and SFc respectively.
Separation of stateful speciﬁcation from that of stateless is an efﬁcient design methodology [31], increasing the level of assurance that designs meet the intended security objectives. By focusing initially
on a stateless speciﬁcation, we avoid being distracted by issues surrounding mechanism for supporting
authorization decisions. It is also convenient to design, specify, and check, in the stateless context, global
“core” properties that the speciﬁcation should satisfy.
Distributed E-layer speciﬁcations. Both stateless and stateful P-layer speciﬁcations are developed assuming an idealized, centralized setting and abstracts out the realities of enforcing policies in a distributed
system. The next level of E-layer speciﬁcations will incorporate the distributed nature of maintaining
authorization state in a realistic system. Speciﬁcally, distributed stateful speciﬁcations for isolated and
connected group models, denoted SFid and SFcd respectively, will be developed. By incorporating details
of interaction between distributed authorization system components, the distributed speciﬁcations provide
sufﬁcient detail for a programmer to implement the system directly from them.
A natural concern is how distributed stateful speciﬁcations in the E-layer compare to the P-layer stateful
speciﬁcations: what are the relationships between SFid and SFi , and between SFcd and SFc ? The SFid
(resp. SFcd ) speciﬁcation deﬁnes authorization decisions that approximate those of the SFi (resp. SFc )
in a manner that provides the desired application-dependent balance between resource availability and
timely propagation of authorization-state changes in a distributed system. One approach for addressing
this issue is to specify a number of stale-safe security properties of distributed systems that have the effect
of constraining the degree to which decisions made by these distributed systems, approximate those made
by the corresponding idealized (stateful) systems. For example, one of the stale-safe properties that the PI
has proposed in the past [29] requires that a user be authorized to access an object (information) only if
the authorization was conﬁrmed in the recent past. A major research task is to generalize such stale-safe
properties to show that the distributed, stateful speciﬁcations approximate the corresponding idealized,
P-layer stateful speciﬁcations, in accordance with appropriate stale-safe properties.
Theoretical underpinnings. This research will make extensive use of formal methods to develop models
and to analyze and verify security properties. For developing stateless speciﬁcations, we plan to use ﬁrstorder linear temporal logic (FOTL) [40], a natural candidate because it speciﬁes authorization based on the
history of various actions. These actions include user join and leave, object add and remove, and a number
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of group operations such as group creation and termination, and inter-group relationship set up and tear
down. The PI’s prior work in this area afﬁrms the effectiveness of FOTL for this purpose [31].
For stateful speciﬁcations, we plan to employ a combination of FOTL and extended ﬁnite state machines
(EFSMs) [37, 38]. To verify stateless and stateful authorization equivalence, and to show stale safety between speciﬁcations, a combination of manual and automated proof techniques will be used. An automated
technique that is planned to be leveraged the most is model checking [14, 15], which takes an FSM (ﬁnite state machine) and a propositional temporal logic formula and determines whether the FSM behavior
satisﬁes the formula. By appropriately choosing the EFSM and formula, this technique can also be used
to verify relationships between two EFSMs or between two propositional temporal formulas. Because it
suffers from the state-space explosion, model checking is directly applicable only when the state space is
ﬁnite (and relatively small), and when the formula is propositional. When domains over which variables
range are ﬁnite, ﬁrst-order formulas can be translated to propositional formulas.
Unfortunately, even when the numbers of groups, users, subjects, and objects are very small, direct veriﬁcation via model checking is often infeasible due to explosion of possible states. It will be necessary
to use additional techniques. The PI will explore using approaches such as decomposing the speciﬁcations [26, 36, 41]. In this approach, one manually proves that relationships that can be shown to hold
via automated means between the components, together give the desired results for the full speciﬁcations.
Moreover, because the aim is to specify systems of unbounded size, domains and state spaces are not generally ﬁnite. For those speciﬁcations in which groups are isolated, the authorization of a user to access an
object depends only on their action history with respect to a group they both are in. The PI will explore
using more general “small model theorems,” which guarantee that speciﬁcations that are given by (or are
equivalent to) FOTL formulas having certain syntactic structures can be model checked using domains of
bounded size, the results generalize to unbounded domains [53].
When working with coupled groups, more powerful techniques must be developed. One approach to
tackle this problem builds on [33], which develops static analysis techniques for inferring safety properties.
The approach uses abstraction based on 3-valued logic, combined with a rich suite of operations that can
be used to control the degree of precision with which the abstract representations characterize concrete
structures. This gives the opportunity to balance the analysis’s performance and its precision.

C.3

Related work

P-Layer Achieving security in dynamic coalitions is a broad and complex problem, which has been extensively studied. (See [9, 17, 21, 27, 28, 35, 39, 45, 49] to name a few.) The intention of g-SIS is that the
security models already in use by participating organizations need not be necessarily integrated with the
g-SIS system. Instead, g-SIS should be orthogonal and complementary to those deployed models. This is
sharply distinguished from those of prior work, such as in the context of dynamic coalitions, which generally focus on integrating security infrastructure across organizational boundaries. For instance, the work of
Shands et al. [45] on secure virtual enclaves, focusses speciﬁcally on building a middleware infrastructure
amongst participating organizations while being agnostic to the security policy. Cohen et al. [17] have
proposed a complex role-based model for integrating security infrastructure of multiple organizations in
a coalition. Furthermore, prior work on dynamic coalition focuses on sharing static resources such as a
service or a computing facility. g-SIS focuses explicitly on information or object sharing, the life-cycle
of which is highly dynamic. Information ﬂow is also a major concern in such a scenario. g-SIS models
explicitly handle information ﬂow issues by distinguishing users (people) from software subjects to restrict
permissions, thereby containing unpredictable information ﬂow. The work of Li et al. (RT [35]) falls in
the domain of dynamic coalitions. RT can be a powerful administrative model for g-SIS. In the proposed
research section, administrative models for g-SIS and RT are discussed in further detail.
E-Layer The proposed research work on the notion of an enforcement policy that safely approximates
an ideal P-layer speciﬁcation to a distributed E-layer speciﬁcation is novel. The work of Lee et al. [32] on
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safety and consistency in trust management systems is the closest that can be found in the literature, but
focuses exclusively on credentials (attribute certiﬁcates). Within the scope of a trust negotiation protocol,
it focuses on obtaining fresh information about the revocation status of credentials to avoid staleness.
Another set of related works concern authorization recycling by Crampton et al [18, 50], which are speciﬁc
to a form of access control such as Bell-LaPadula or RBAC. However, as will be discussed later, our
formalism is not restricted to a speciﬁc domain or a type of credential, and is based on the notion of a
“refresh time,” that is the time when an attribute value was known to be accurate. Because Lee et al. admit
only attribute certiﬁcates as carriers of attribute information, there is no notion of refresh time in their
framework. Furthermore, our enforcement policy speciﬁcation is intended to support automatic veriﬁcation
techniques such as model checking, which is critical for practical adoption as an E-layer speciﬁcation, since
subsequent design changes can be rapidly veriﬁed against the enforcement policies.

C.4

Proposed Research

This section describes in detail each of the proposed research tasks. A brief
overview of the formal constructs concerning isolated g-SIS (g-SISi ) [31] is discussed below. As mentioned earlier, in g-SISi , users join and leave (and possibly
re-join) a group, and objects may be added, removed (and possibly re-added) into
the group (ﬁgure 3). A set of core properties can be deﬁned that are required to be
satisﬁed by any g-SISi speciﬁcation. Core properties are designed to focus on one
global system property at a time, which allows careful consideration of security
properties that are necessary to hold in any g-SISi speciﬁcation.
Authorization Provenance—An Example Core Property. Intuitively, a user should
Figure 3: Group Sharing
not be authorized to read an object until a point at which both the user and object
are simultaneously group members. If a user has authorization to read an object in a particular group
(denoted Authz) in some state in any given trace, then there was an overlapping period of user and object
membership in that group at least once in the past. This can be succinctly stated in FOTL1 as, ∀u.∀o.∀g.∀r.
(¬Authz(u, o, g, r) W (Authz(u, o, g, r)∧(¬Leave(u, g) S Join(u, g))∧(¬Remove(o, g) S Add(o, g))))
That is, starting from the initial state, Authz (for a speciﬁc user, object, right) cannot begin to hold until
the user and the object become simultaneous members in the group. Note that once Authz begins to hold,
simultaneous membership is not required in some future state for Authz to start holding again. A set of
such properties are deﬁned, and shown to be logically independent and consistent. A trivial example of an
FOTL-based stateless speciﬁcation for g-SISi that satisﬁes such core properties is as follows:
(Authz(u, o, r) ↔ (¬Leave(u, g) ∧ ¬Remove(o, g)) S (Add(o, g) ∧ (¬Leave(u, g) S Join(u, g))))
It states that a user is allowed to read an object if the user and object are current members in the group,
and the object was added at a time the user was a member. In order to develop a stateful speciﬁcation
for the above stateless speciﬁcation, it is necessary to maintain user and object attributes that kept track
of the time at which user joined (Join TS) or left (Leave TS), and the time at which objects were added
(Add TS) or removed (Remove TS). Thus authorization in the stateful speciﬁcation is given by:
(Authz(u, o, r) ↔ Join TS(u, g) ≤ Add TS(o, g) ∧ ¬Leave TS(u, g) ∧ ¬Remove TS(o, g))
By using model checking [16] and manual analysis, it can be shown that the stateful speciﬁcation of
g-SISi is authorization equivalent to its stateless speciﬁcation. Another approach for showing equivalence
is to treat them as 2 different speciﬁcations, and compare their expressive power using the framework
developed by Tripunitara and Li [48].
The formula (p S q) states that at some trace index less than or equal to the current one, q held, and since that point, p has
held at every following index. The formula (p W q) states that p holds at each subsequent trace index unless and until a point is
reached at which q holds. The formula ( p) means that p holds in the current, and all future states.
1
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Figure 4: α and β mapping. Part(i) shows a sample stateless trace and part(ii) shows a corresponding stateful trace. Note that the stateful trace
generates the required action and authorization requests during the time interval leading up to the state.

C.4.1 P-layer Research Tracks
P0: Deﬁne a set of guiding principles for g-SIS model design. This task will develop a core set of
principles that will guide the design of connected g-SIS models (g-SISc ). A few candidates below:
Principle 1. Each group’s admins should maintain autonomy over its constituents (i.e., its users and objects), and what objects in that group are available to members of external groups. This principle recognizes
that the access control models within each group can be completely independent from that of others. Within
each group, access decisions may be made based on roles, attributes, etc. of the user and object in question.
Principle 2. In g-SISc , global constraints for information access need to be speciﬁable by an administrator,
and preserved, as relationships between groups are established and disbanded. Examples of such constraints include, group g1’s users should never be able to access objects in group g2, or user u1 of group g1
should never get access to objects in g2. Many of these properties are safety and liveness properties [8, 47].
Principle 3. To support review functionality, authorization effects of inter-group operations should be
efﬁciently veriﬁable. When an admin establishes a new type of relationship between two groups, its effect
on authorizations of speciﬁc users on speciﬁc objects of speciﬁc groups should be veriﬁable efﬁciently.
Principle 4. The g-SISc model should allow for distributed administration. That is, administrators of
different groups should be able to perform their inter-group relationship establishment and disbanding
operations without any dependency on administrators of relevant groups, so long as the global constraints
are obeyed. In a sense, this principle works against Principle 3, since reviewing effects of distributed
changes is harder. A major research challenge is to design g-SISc while balancing these two requirements.
P1: Deﬁning and verifying ideal stateful speciﬁcation—isolated case Following the outline in section C.2, the next step is to specify and verify a stateful speciﬁcation of the isolated g-SIS system (g-SISi ).
The stateful speciﬁcation takes the form of a EFSM that maintains data structures summarizing sufﬁcient
information about the action history to support making user authorization decisions.
Figure 4 illustrates the distinction between centralized stateless and stateful speciﬁcations for a simple
example of a g-SISi speciﬁcation. A Strict Join (SJ) operation allows users to only access objects added
after she joins the group, while a Strict Add (SA) operation restricts the added object to be accessible only
to the current members of the group at add time. In the ﬁgure, the stateless trace keeps track of such join,
and add events. The stateful trace maintains data structures (e.g. relations with time-stamped tuples of
events) at each state that can be queried to make authorization decisions. Thus, in addition to keeping track
of whether users and objects are currently members of groups, it is necessary to keep additional information
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such as the relative order in which users and objects were added, since some versions of the join and add
operations enable user access only to objects added after the user joined. Another example data structure
keeps track of whether a user had access to an object prior to leaving the group, since some versions of the
leave operation permit user access to objects if they had access when they left.
The correctness of an EFSM with respect to the FOTL speciﬁcation of authorization is expressed at
the level of traces. At each state in a trace, authorization is given by the interpretation given to the state
predicate, Authz. An EFSM is correct wrt a stateless speciﬁcation, π, if the EFSM generates exactly those
traces that satisfy π (β-mapping the ﬁgure 4). This ensures the two formalisms agree about when each user
access is authorized. Additionally, it ensures that the two agree about which group-action sequences are
legal. The stateless speciﬁcation, π, includes sub-formulas that require group-action sequences to be well
formed, which captures requirements such as a user can leave a group only if he is currently a member.
The strategy for showing correctness combines automated and manual techniques. First model checking
is used to verify that over small domains (carriers), all traces generated by the stateful speciﬁcation satisfy
that of the stateless. This tells that traces generated by the EFSM are well formed and always agree with
π as to which accesses would be authorized. Second, manual techniques are used to generalize this result
to countably inﬁnite carriers. Intuitively, this generalization follows because the actions and authorizations
of each user and object are independent of actions and authorizations of other users and objects. Third,
manual techniques are again used to show that each action sequence that satisﬁes the well-formedness
requirements of π traces can be generated by the EFSM (α-mapping in ﬁgure 4).
P2: Administration model speciﬁcation—isolated case Administrative rights in the g-SIS context concern privileges to perform group operations, including creation and destruction of groups, permitting users
to join and leave, and adding and removing objects. Many possible administrative models could be appropriate in various scenarios. Furthermore, it seems likely that existing authorization systems would satisfy
the needs of many deployments. For example, one natural model that seems likely to be widely useful
would allow anyone to create a group and to make an RT role [35] owned by that role confer administrative rights on role members. The use of RT would conveniently support delegation of administrative rights,
as well as separating various administrative rights by associating them with different RT roles. However,
new administrative models may be desirable for certain information sharing scenarios. For instance, multiple organizations may form an isolated group and share their users and objects. New objects (representing
intellectual property) may be created in the group during the course of collaboration. Admin models should
be able to specify a policy such as newly created objects, if exported out of the group, should be provided
to every participating organization as they are equal stake-holders. The main research activity in this task
will be to explore design choices and select administrative models that control group membership.
P3: Deﬁning ideal stateless speciﬁcation—connected case Informed by the requirements of case studies, this task will design inter-group relationships. For example, as mentioned in the introduction, membership in one group might confer rights to access objects in other groups, or membership in one group may
be contingent on membership in another. In the former case, we say that the latter groups are subordinate
to the ﬁrst group; in the latter, we say that membership in the ﬁrst group is conditional on membership in
the second. Relationships such as these are transitive in their effect. For instance if membership in group
g3 is conditional on membership in group g2 and membership in g2 is conditional on membership in g1 ,
then membership in g3 is, in effect, conditional on membership in g1 . Note that if group g4 is subordinate
to group g5 , users in g5 do not gain direct membership into g4 . Instead, g5 users’ “sessions” receive some
form of access to objects in g4 , provided other conditions are satisﬁed. Variations of subordination include
read-only and read-write, which determine the mode of object access enabled by this relationship.
For this task, the PI will collaborate extensively with the Center for Infrastructure Assurance and Security (CIAS) at UTSA (see the collaboration commitment from Dr. Greg White, Director of CIAS).
The CIAS has gained a national reputation through its efforts to help states and communities establish
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cross-sector cyber security programs including information sharing. Recently, CIAS has partnered with
the Retail Cyber Intelligence Sharing Center (R-CISC) to coordinate its information sharing programs.
R-CISC is a nonproﬁt organization established to support the retail and commercial services industries
as the resource for sharing cybersecurity information and intelligence. R-CISC members include retail
merchandising industry, restaurant or food service industry, sports leagues, gaming organizations, etc.
The PI will consult with CIAS’s information sharing activities for developing concrete use-cases that
can inform the model design for connected g-SIS. The PI strongly believes that CIAS’s activities in this
arena can help shape the models such that it has a practical relevance. Much like the core properties for
g-SISi , this task will investigate core properties for g-SISc . The transient nature of groups require a careful
analysis of subtle information ﬂow properties. For example,
2(possibleFlow(g1, g2) ↔ ∃g3.(directFlow(g1, g3) ∧ (g3 = g2 ∨ ♦possibleFlow(g3, g2)))) where,
directFlow(g1, g2) = ((¬destroyG(−, g1) S createG(−, g1))∧(¬destroyG(−, g2) S createG(−, g2))∧
(¬insubordinate(−, g1, g2) S (subordinateRO(−, g1, g2)∨subordinateRW(−, g1, g2))))
Formula directFlow states that a direct ﬂow of information can occur from group g1 to g2 only if they
simultaneously exist (that is, the groups have not been destroyed since they were created) and g1 is readonly or read-write subordinate to g2. However, information can ﬂow indirectly from g1 to g2 over a period
of time via another(other) group(s). For instance, information can ﬂow from g1 to g2 via g3 even if g1 and
g2 never existed simultaneously. Formula possibleFlow above states that information can possibly ﬂow
from g1 to g2 if a direct ﬂow can occur to some simultaneously existing group g3, and in the future it can
ﬂow from g3 to g2. Note that this ﬂow can occur over multiple groups ultimately ﬂowing into g2 and hence
the need for recursion. ((♦ p) means that p is true at current or some future state.) Note that this project
does not address covert information ﬂow issues which are known to be thorny issues in this discipline. The
properties that will be investigated concern constraining overt information ﬂow, enabled by administrative
relationship establishment operations.
The goal of this task is to identify a wide-variety of inter-group relationships based on case studies and
interactions with CIAS, develop stateless speciﬁcations of g-SISc models and core properties, and conduct
formal analysis of these properties such as verifying their consistency, and independence. The PI will build
on his experiences in integrating g-SIS with relationship-based access control models [19], which contain
both relationship- and history-based elements, while at the same time, the model is shown to be reducible
to a purely relationship-based one.
P4: Deﬁning and verifying ideal stateful speciﬁcation—connected case Showing correctness in this
case is much more challenging than it is in the isolated case. In particular, it will be much harder to show
that results obtained by model checking with a small number of groups generalize to systems having an
unbounded number of groups. The result will be particularly challenging to obtain if subordination and
conditionality relationships are dynamic, as we would want them to be. Intuitively, the situation in this
case is very different from that in the isolated case because a user’s access to an object in a given group can
depend on relationships between an unbounded number of other groups. The notion of correctness that we
can obtain may have to be weaker than in the isolated case, if we allow inter-group relationships to be fully
dynamic. For instance, it may be that we can show only a soundless result that each trace generated by
the EFSM satisﬁes the stateless speciﬁcation. This kind of compromise is commonplace when the modelchecking technique of abstraction is applied. One approach to abstraction that is likely to be helpful in our
situation would be based on three-valued logic [33].
P5: Administration model speciﬁcation—connected case The connected case introduces additional
group operations that do not arise in the isolated case. This indicates the need for new admin models. For
instance, if one group is made subordinate to another, it may be that the administrators of both groups must
take this action in a coordinated manner. Furthermore, administrative policies should be dynamic to adjust
to changing inter-group relationships over a period of time. Following the example above, if additional
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groups are to be added to the subordination chain it may be that the administrators of every group in the
chain must take this action in a coordinated manner. Alternatively, this could be just the administrator of
the most dominating group in the chain. Similar scenarios arise in other forms of inter-group relationships.
Evidently, usable admin models design becomes more complicated when different types of relationships
interact over a period of time. (Imagine a scenario when a vertical subordination chain intersects with a
horizontal conditional chain. Who is responsible for specifying membership and relationship constraints
in such a scenario? What if mutual exclusion relationship is brought into the picture?) Again, the main
activity in this task is to design appropriate admin models.
C.4.2 E-layer Research Tracks
E1: Deﬁning enforcement policy—isolated case This task will investigate the E-layer properties that
will allow one to safely approximate ideal stateful policies.
Following
the
stateful
policy
discussed
in
beginning
of
section
C.4,
the timeline in ﬁgure 5 illustrates how staleness arising due
to the mismatch in attribute values as compared to that
maintained at a distributed policy information points (PIP)
can lead to critical access violations. RT refers to Refresh
Time, which is the time at which a policy decision point
Figure 5: Staleness leading to access violation.
(PDP) synchronizes attributes with the PIP. The local copy
of attributes maintained by the PDP may not be up to date during the time between two RT’s. Thus access
control decisions made by the PDP during this period are based on potentially stale attributes. In the ﬁgure,
after RT3 , it is possible that the user is removed from the group. In this context, allowing access to o1 is
a less of a problem as compared to allowing access to o2. This is because the latter clearly violates the
Authorization Provenance property, where u1 and o2 never had a simultaneous period of membership.
Formal Speciﬁcation of Stale-Safety. The stale-safe property we specify requires that a requested action be
performed only if a refresh of authorization information has shown that the action was authorized at that
time. This refresh is permitted to have taken place either before or after the request was made. The last
refresh must have indicated that the action was authorized, and all refreshes performed since the request, if
any, must also have indicated the action was authorized. Let us introduce two formulas formalizing pieces
of stale-safe security property. Intuitively, α1 can be satisﬁed only if authorization was conﬁrmed prior to
the request, while α2 can be satisﬁed only if authorization was conﬁrmed after the request. Formally,
- (¬perform ∧ (¬RT ∨ (RT ∧ Authz))) S (request ∧ (¬RT S (RT ∧ Authz)))
α1 = 
- (¬perform∧¬RT) S (RT∧Authz∧((¬perform∧(¬RT∨(RT∧Authz))) S request))
α2 = 
Note that α2 can be satisﬁed without an authorizing refresh having occurred prior to the request, whereas
α1 cannot. Thus, though α2 ensures fresher information is used to make access decisions, it does not
logically entail α1 as it is satisﬁed by traces that do not satisfy α1 .
Deﬁnition C.1 An enforcement model has weak stale-safety if: 2(perform → (α1 ∨ α2 )).
Deﬁnition C.2 An enforcement model has the strong stale-safety if: 2(perform → α2 ).
The enforcement policies will address issues including out-of-sync authorization attributes distributed at
the policy information point (PIP) and the policy decision/enforcement points (PDP/PEP) due to network
delays, locally cached stale information, and off-line access. A novel aspect of this work on enforcement
is the way we handle the fact that the above policy will not yield authorization decisions that correspond
precisely with those of the ideal policy, rather it will manage this discrepancy to different degrees. We plan
to use FOTL to specify the enforcement policies, enabling us to reason about them in the next task, E2.
E2: Deﬁning and verifying enforcement models—isolated case In this task, EFSM-based enforcement
models is deﬁned, and model checking is used to formally verify that they adhere to the corresponding enforcement policies. The model is speciﬁed as a composition of EFSMs [37, 38] that represent the behaviors
of PIPs, group admins, and PDPs, respectively. EFSMs in an enforcement model can execute concurrently,
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and synchronize and communicate with each other to ensure compliance with the FOTL enforcement policy. Determining satisfaction of an FOTL policy can have high complexity, leading to difﬁculty in the
assessment of whether an EFSM’s behavior is admissible. This research will combine automated proof
methods (e.g., model checking) and manual proofs to verify that the EFSM-based model enforces the
FOTL speciﬁcation. Like earlier, manual proofs will utilize extending small model veriﬁcation approach.
E3: Deﬁning enforcement policy—distributed case This task will design enforcement policies for the
connected groups developed in task P4. These policies will regulate authorization decisions at PEPs based
on the views they receive of the current authorization states and relationships among groups in essentially
the same way that decisions are made in the stateful model designed in P4. In the context of multiple
connected groups, we will have many more forms/sources of information about the authorization states
than in the isolated case. Information about group subordination, conditional relationships among groups,
membership in enabling groups, mutual exclusion, etc. will need to be collected about various groups
from various locations. Thus, stale-safety is a complex issue in the context of multiple PIPs and multiple
groups. For instance, suppose, the user authorization view is held in PIPu while the object authorization
view, in PIPo. Then the PEP needs to periodically synchronize with PIPu and PIPo. The authorization view
from PIPu may change before synchronizing authorization view with PIPo (or vice-versa) leading to an
instability of authorization views. One way to ensure stability is to require that at the time of synchronization with PIPo, the object authorization view has not changed since the user authorization view changed
(which is evident from previous synchronization with PIPu). This requires time-stamping authorization
view synchronization times, as well as authorization view-change times at PIPu and PIPo. Another interesting stale-safety issue arises due to changing inter-group relationships. Administration of such changes
is likely to be highly distributed, which poses challenges in characterizing stale-safety. Synchronization
of authorization views now involves keeping track of membership changes, subjects executing in different
groups, etc. For instance, when a subordination or a conditional membership relation between two groups
is removed, how do we efﬁciently yet safely enforce termination of subjects executing in other groups?
When we consider systems in which there is no centralized authority that holds the view given by the ideal
policy, the relationship between the view held by the PEP and the ideal policy is harder to make precise.
Achieving this precision is a signiﬁcant objective.
Note that different kinds of stale-safe properties can be designed for g-SISc depending on the semantics
of inter-group relationships. For instance, if a user is known to be a member of a particular group at a
particular time, and the membership in that group is conditional on that of another group, then authorization
to access objects in the former group would also imply simultaneous authorization in the latter. A number
of such interesting properties will be investigated in this task.
E4: Deﬁning and verifying enforcement models—distributed case In this task we will construct enforcement models and demonstrate that they safely approximate corresponding enforcement policies. Each
system will consist of components that manage attribute information associated with groups, users, subjects, and objects. The system will also include components that are PDPs, or PEPs. The model has the
following characteristics: 1. The authorization states are frequently changed due to the dynamic nature
of collaboration and sharing among groups; 2. The authorization information is controlled by distributed
points; 3. The authorization decision is made upon the collaborative information from various points. Because the model as stated above can be quite large and complex, the naive application of model checking
will not sufﬁce to verify these requirements. In particular, reachability via group relations must be considered when handling both subordination and conditional groups. We plan to utilize a combination of
methods, including model checking, automated abstraction techniques based on 3-valued logic [33], small
model theorem [53], and manual approaches to reason about our enforcement model.
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C.4.3 I-layer Research Track
This task concerns a complete implementation of the g-SIS models in a cloud-based platform as a proofof-concept, and for the purpose of evaluation. This implementation will be carried out on a large-scale
OpenStack-based cloud infrastructure that is available to the PI at UTSA (see Facilities and Equipment).
Investigate g-SIS implementation in OpenStack. This task will enhance the existing access control
mechanism of OpenStack with g-SISc capability. There are compelling reasons for choosing OpenStack.
(1) OpenStack is a robust open-source IaaS software for building public, private or hybrid clouds that is
developed and maintained by a vibrant community with participation from more than 200 world-leading
organizations with a release cycle of 6 months. (2) UTSA has strong collaboration with engineers from
Rackspace, a leading IaaS provider headquartered in San Antonio (see the letter from the department
chair). Rackspace is an original founder of OpenStack along with NASA and utilizes OpenStack for its
commercial cloud service offerings. (3) The native constructs of cloud such as tenants are highly suitable
to evaluate g-SIS. Since a tenant represents an information sharing organization, it is easy to simulate
such organizations as tenants in OpenStack. The tenant construct also lends itself to create new groups
dynamically.
As mentioned earlier, a unique aspect of this implementation is to build the STIX-TAXII-CybOX framework (see section C.1) for cyber threat information exchange between different organizations. The Trusted
Automated eXchange of Indicator Information (TAXII) deﬁnes a standard set of services and message exchanges that enables participants to control what information is shared, and with which other participants
that information is shared. The Structured Threat Information eXpression (STIX) deﬁnes a standard language for representations of cyber threat information. The Cyber Observable eXpression (CybOX) speciﬁes a standard for cyber observables such as a change in the operating system registry key value. CybOX
is used within STIX to describe cyber observables.
Different models of information sharing will be deployed and evaluated in this testbed. For example,
TAXII can be deployed using architectures such as hub and spoke, source/subscriber and peer-to-peer.
These architectures specify how information is shared between different participating organizations, and
which organization act as a clearinghouse. The OpenStack-based platform will allow us to extensively test
a wide variety of architectures and use cases for the information sharing speciﬁcations.
Figure 6(a) illustrates various service components of OpenStack. The entities in OpenStack include
Swift (object storage), Glance (VM image storage), Nova (VM scheduler and overall compute manager),
Cinder (block storage), Quantum (networking), etc. Each of these entities are responsible for managing the
respectively indicated types of virtual resources. Finally, Keystone provides the identity and authorization
information service for all the internal services. Figure 6(b) illustrates the simple enforcement model of
OpenStack. Tenant users authenticate with Keystone which provides a token which is then forwarded by
the user to the respective component from which a service is needed. The token contains all the attribute
information that is necessary to make a decision. In OpenStack, each service component has its own PDP
and PEP which use the token to make its decisions. Evidently, this implementation task will impact the
Keystone and relevant service components (e.g. Swift) of OpenStack. Currently, OpenStack does not
support API-based dynamic creation of tenants. Further, by default, tenants are strongly isolated from each
other in OpenStack. The PI has conducted initial investigations in enabling cross-tenant sharing [51].

C.5

Research Evaluation Plan

This section discusses the complete evaluation of speciﬁcations developed in various tasks.
Design Adequacy: A critical success factor for this project is the design adequacy of the g-SISc models that
are developed. This will be evaluated using real-world use-cases obtained in collaboration with CIAS. As
mentioned earlier, CIAS conducts information sharing exercises across the nation and works with many
organizations. This evaluation will also provide a critical feedback loop that will inﬂuence the design of the
models themselves. Design adequacy at all levels (P/E-layers) of this project will be rigorously investigated
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(a) OpenStack Service Components

(b) OpenStack enforcement.

Figure 6: OpenStack Components and Enforcement.

throughout the life of this project. Another aspect of adequacy is the feasibility of easy implementation of
E-layer g-SISc by a typical programmer. This will be evaluated by hiring groups of undergraduate students
and proving these speciﬁcations as a project in independent study courses. Following this, consistency
between the EFSMs and the logic in the code that the students implemented will be evaluated.
Performance: This includes 2 aspects: (1) the ability of the model to efﬁciently satisfy the principles
speciﬁed in section C.4.1, and (2) the performance of the g-SIS systems in the cloud platform under
realistic loads. The former will be evaluated using simulated dataset where a large number of groups and
combinations of inter-group relationships will be generated. All possible queries will be evaluated against
the designed algorithms. The latter will be evaluated using a simulated workload in the cloud platforms.
Multiple tenants can be created in a test platform, and information sharing operations can be simulated
using the Swift service in OpenStack. Performance on such workload will be evaluated and ﬁne-tuned.
Usability: This is a make or break metric for this project’s success. For g-SISc to be usable, the interface
for conﬁguring groups with the intended effect should be intuitive. One approach planned is to offer the
interface designed in the OpenStack platform to Amazon Mechanical Turk users, and ask them to perform
speciﬁc conﬁguration activities that will achieve the intended effect. Another lighter-weight approach is
to conduct a similar experiment with a simulated tool, instead of the implemented software in cloud. The
users will be provided concrete scenarios, and will be asked to perform speciﬁc operations to achieve a
speciﬁc effect. For example, given a speciﬁc snapshot of inter-group relationships, the users can be asked
to perform conﬁguration operations so that a particular group may obtain access to a speciﬁc set of objects.
The results of these experiments will be used to further improve the design interfaces and abstractions.
Practical Adoption: Given that STIX-TAXII is being actively explored and utilized by many public sector organizations, the PI will work with CIAS to explore the adoption of the g-SIS based, STIX-TAXII
enhanced, OpenStack in real-world applications. For instance, the PI will actively explore the ties with
R-CISC for adoption of the platform for testing current information sharing amongst retail organizations.

C.6

Integration of Research and Education

As conﬁrmed by the Chair of the PI’s department, the department seeks to excel in research and education
in cybersecurity and cloud computing (letter of commitment attached). This aligns very well with the
PI’s motivation to develop a strong curriculum on theses topics. We discuss the educational goals and the
planned educational activities supporting each respective goal below.
1. Launch undergraduate students onto entrepreneurial pathways. The PI strongly commits to mentoring
undergraduate students in entrepreneurial activities. The Center for Innovation and Technology Entrepreneurship (CITE) at UTSA is an NSF-designated Innovation Corps (I-Corps) site. The primary goal of this NSF
I-Corps site is to foster entrepreneurship that will lead to the commercialization of technology. CITE hosts
biannual technology venture competitions for students, and supports promising student-faculty startups via
the Roadrunner Incubator and New Venture Incubator on campus. Local business partnerships, including
companies like Rackspace Hosting make this a vibrant ecosystem to nurture ﬂedgling technology startups.
CITE’s primary partner for the NSF I-Corps program is the Texas Research & Technology Foundation
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(TRTF), a nonproﬁt organization dedicated to building San Antonio’s technology economy. Building on
this project, the PI plans to (see collaboration commitment from the Assistant Director of CITE): (a) mentor undergraduate students in the biannual CITE competitions by providing the necessary training in the
development of cutting edge cybersecurity technology during their capstone design projects that will better
prepare them for their professional careers, (b) mentor graduate and undergraduate researchers in his laboratory and enable the generation of intellectual property in terms of patents, and successive licensure of
such technology concerning SIS, and (c) work with student groups on topics relating to this project with the
potential to be translated to the marketplace, and mentor such student teams through the I-Corps ecosystem, including national I-Corps workshops and competitions, which will enable the entrepreneur-scientists
of tomorrow to receive hands-on training.
2. Strive to enhance participation of students from underrepresented groups. San Antonio is a predominantly
Hispanic city and UTSA is a research-intensive, Hispanic Serving Institute with more than 60% of the students from traditionally underrepresented groups in science and engineering ﬁelds. Many of these are
ﬁrst-time college-goers in their family. The ﬁrst educational activity toward this goal is to work with
UTSA’s Center for Excellence in Engineering Education (CE3). The center offers many workshops and
mentors many students from underrepresented groups. In collaboration with the center director Dr. Mehdi
Shadaram (letter of collaboration attached), the PI plans to offer many workshops on technical topics such
as programming and gaming to excite initial interest in students. Subsequently, the PI will recruit many undergraduate students from the center for an independent study course on security and cloud related topics,
where the PI will have the opportunity to mentor those students one-on-one.
Another goal is to educate high-school students on how computer security impacts many aspects of
their day to day activities and why security matters. The PI plans to collaborate with the Interactive
Technology Experience Center (iTEC) at UTSA for this purpose (see the letter from Dr. Heather Shipley,
the Director of iTEC). The iTEC receives a huge number of students from underrepresented groups given
the demography of San Antonio. The PI plans to conduct 1-day spring break camps for high-school
students every year. Since most students use smartphones, the PI will provide seminars on security and
privacy policies concerning smartphones, and the challenges involved in designing such policies. For
instance, the PI will exemplify this problem by explaining the design challenges and risks involved when
apps specify the permissions that they need at the time of install.
3. Develop new curriculum on security at UTSA. In the PI’s department, there is currently one course relating to security that was developed by the PI: “EE 5453: Introduction to Computer and Network Security”.
Building on this project, the PI will introduce students to formal methods and its applications to security
policy design, initially using this current course. Over the course of this project, the PI would like develop
a dedicated course on topics of security policy design and enforcement, and cloud computing and security
using OpenStack as an educational platform. The cloud courses will encompass access control issues, security conﬁguration of the whole system, including cryptographic protections, ﬁrewall conﬁgurations, etc.
The PI will build on his preliminary investigation on curriculum design for cloud computing [30].
Evaluation: The Pi will conduct both formative (ongoing) and summative (outcome oriented) evaluation [20] of the proposed educational activities so as to assess if they meet the stated goals. Goal (1) will be
evaluated based on the impact the PI has had in the number of entrepreneurial pursuits over multiple years.
Several metrics will used for this evaluation, including the number of teams that work with the PI, the competition success to failure ratio, number of successful start-up pursuits, etc. Goal (2) will be evaluated based
on public data available from UTSA’s CE3 and iTEC. For instance, out of the students who participate in the
CE3 workshops, we can quantify the number of students who pursue their degree in computing before and
after the PI conducts those workshops. The iTEC camps can also be evaluated by tracking participation rate
year after year. Furthermore, simple verbal questions can be posed during the camps to evaluate whether
current participants’ “awareness” of security issues increases from year to year. Goal (3) is straight-forward
to evaluate. The success criteria is the successful adoption of the curriculum by the UTSA community.
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Formative evaluation is more critical for this goal so that the implementation and progress can be adjusted
from year-to-year. Note that these tasks do not involve collecting individual data from human subjects.


C.7

Project Timeline

The detail project schedule is illustrated in
ﬁgure 7. The tasks are split into research
and educational activities. An ‘X’ represents
main focus during that particular year, while
‘x’ represents secondary focus. The PI will
be supported by 1 graduate student and 1 undergraduate student in this project.
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Figure 7: Project Schedule.

Broader Impacts of the Proposed Work

Both the research and educational activities of this project will have a signiﬁcant broader impact. With over
20 PhD programs, UTSA is one of the very few major institutions that is a Hispanic Serving Institution, a
Minority Institution, and which is also a research-intensive institution. UTSA is Carnegie-recognized for
Community Engagement and High Research Activity. As discussed in the education plan, the PI will seek
all such avenues to recruit underrepresented students to participate in this project. The project will train
students, particularly at the PhD level, in an area of national interest, enhance their careers, and contribute
to their professional growth. The planned entrepreneurship activity will create great opportunities for such
underrepresented students to pursue ground-breaking pathways in their careers.
Secure Information Sharing of cyber incident threat information between and among private and public
sectors is being actively pursued in the U.S. This requirement was recently signed-in as an Executive Order
by the current U.S. President. Thus this research project directly addresses a problem of critical importance
to the nation and society and will have academic, community, and industrial impact. The techniques and
tools that will be generated will beneﬁt security applications in many areas, including national defense
in cyber space, ﬁnancial and banking systems, and community cyber security. The PI will disseminate
the results by publishing them in high-quality security and formal methods conferences and journals at
national and inter-national venues. The project will produce techniques and tools that support the design,
analysis and maintenance of security policies and their enforcement, which will increase the capability
of administrators and stake-holders to understand and improve the level of assurance they have of their
systems’ and communities’ security. The software developed in this project will be made freely available
to the public. The proposed implementation of g-SIS using the STIX-TAXII framework in the OpenStack
cloud computing platform will be made open to researchers and students. Given the presence of the 24th
Air Force (the cyber space combat forces of the United States Air Force) in San Antonio and the CIAS’s
capacity to guide local communities in terms of cyber security preparedness, the PI strongly believes that
this project will have major impact at the local, and potentially national level.
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Results from Prior NSF Support

R Krishnan is the PI of CNS–1423481, “TWC: Small: Attribute Based Access Control for Cloud Infrastructure as a Service”, $500,000, 10/01/2014-09/30/2017. The goal of this project is to develop a theory of
ABAC models in the context of resource administration and management across different tenants in an IaaS
cloud. The project began in October 2014. Initial ABAC models have been developed and implementations
in OpenStack cloud operating system is underway. One PhD student, Khalid Bijon, funded partially by this
project, graduated in Spring 2015. Khalid currently works for MosaixSoft, a cloud startup company in Los
Altos, CA. So far, this grant has fully/partially helped produce 5 conference papers [11, 12, 13, 23, 43], 2
workshop papers [42, 51], 1 poster [52], and 1 PhD dissertation [10].
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